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AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIVE REPUBLIC OF BRAZIL AND THE GOVERNMENT OF THE REPUBLIC OF SLOVENIA
ON
THE EXCHANGE AND MUTUAL PROTECTION OF
CLASSIFIED INFORMATION AND MATERIAL
AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIVE REPUBLIC OF BRAZIL AND THE GOVERNMENT OF THE REPUBLIC OF SLOVENIA ON the exchange and MUTUAL PROTECTION OF CLASSIFIED INFORMATION AND MATERIAL
The Government of the Federative Republic of Brazil

and

The Government of the Republic of Slovenia,
hereinafter jointly referred to as “Parties” or individually as a “Party”,

In the interest of national security and for the purpose of ensuring the protection of Classified Information and Material exchanged within the sphere of cooperation treaties or contracts entered into between them, their accredited individuals, bodies, as well as public or private entities; 

Wishing to establish a set of rules and procedures about the protection of Classified Information and Material in accordance with the national laws and regulations of the Parties;
Confirming that this Agreement shall not affect the commitments of both Parties which stem from other international agreements and that it shall not be used against the interests, security and territorial integrity of other states,
have agreed as follows:

ARTICLE I
Object and Scope of Application

The present Agreement establishes rules and procedures for the protection of Classified Information and Material exchanged and generated in the process of cooperation, in respect of their national interests and security, among the aforementioned Parties, their accredited individuals, agencies and entities.
Article II
Definitions

For the purpose of the present Agreement, the term:

a) Classified Contract: means any contract or sub-contract including the pre-contractual negotiations, between two or more Contractors creating and defining enforceable rights and obligations between them, which contains or provides for access to Classified Information;
b) Classified Information: means the information, regardless of its form, nature, and means of transmission, determined according to the respective Laws and Regulations of both Parties, protected against unauthorized access or disclosure, which has been classified and is exchanged between, or generated by the Parties;
c) Competent Security Authority (CSA): means a competent entity authorized according to the national laws and regulations of the Parties which is responsible for implementing the security requirements covered by this Agreement;

d) Compromise: designates any form of misuse, damage or unauthorized access, alteration, disclosure or destruction of Classified Information, as well as any other action or inaction, due to a Security Breach, resulting in loss of its confidentiality, integrity, availability or authenticity;
e) Contractor: means an individual, agency or entity possessing the legal capacity to conclude contracts;

f) Facility Security Clearance (FSC): means a determination by a Competent Security Authority of a Party that a public or private entity located in its country is security cleared and has in place appropriate security measures within a specific facility for the Treatment of Classified Information, in accordance with the national laws and regulations;

g) National Security Authority (NSA): designates the state body specified by the national legislation of the Parties which is specially authorized in the sphere of protection of Classified Information;
h) Need to Know: designates the condition by which access to Classified Information may be granted to an individual who has a verified requirement for knowledge of or possession of such information in order to be able to perform official duties and tasks;
i) Originating Party: means the Party, including any public or private entities under its jurisdiction, to which Classified Information is released;
j) Personnel Security Clearance (PSC): means a determination by a Competent Security Authority of a Party that an individual has been security cleared for the Treatment of Classified Information, in accordance with its national laws and regulations; on the basis of which the individual is authorized to have the access and to handle Classified Information up to the level defined in the clearance;
k) Receiving Party: means a Party, including any public or private entities, under its jurisdiction, to which Classified Information is transmitted and received;
l) Security Accreditation: designates the positive qualification of public or private entities and bodies, as well as of individuals, that, due to an inspection procedure or security investigation, in conformity with the national legislation, have been authorized for the treatment of Classified Information for a certain secrecy level;
m) Security Breach: means the action or omission, whether intentional or accidental, which results in the actual or possible Compromise of Classified Information;
n) Security Classification Level: means category, according to the national laws and regulations of the Parties, which characterizes the importance of Classified Information, the level of restriction of access to it and the level of its protection by the Parties, and also the category on the basis of which information is marked; 

o) Security Clearance: designates the process for issuing a FSC or PSC by a Competent Security Authority, in conformity with the national laws and regulations of the Parties;
p) Third Party: designates the states, any international organization, Governments or individual representing state bodies or organizations, including any public and private entities, which are not Parties to this Agreement;

q) Treatment of Classified Information: designates a set of actions relating to production, reception, classification, use, access, reproduction, transportation, transmission, distribution, archiving, storage, disposal, evaluation, destination or control of Classified Information at any classification level.
r) Visit: means any access to public and private entities, for the purpose of this Agreement, which includes the handling of Classified Information.
Article III
Security Classification Levels
1. 
In accordance with the national laws and regulations, the Parties agree that the Security Classification Levels shall correspond to one another as follows and be considered as equivalent:

	In the Republic of Slovenia
(Slovenian)
	Equivalent in English
	In the Federative Republic of Brazil

(Português)

	STROGO TAJNO
	Top Secret
	Ultrassecreto

	TAJNO
	Secret
	SECRETO

	ZAUPNO
	Confidential
	

	INTERNO
	Restricted
	Reservado


2.
Any Classified Information provided under this Agreement shall be marked with the appropriate Security Classification Level according to the national laws and regulations of the Originating Party and, where appropriate, be prefixed with the name of the country owning and providing the Classified Information.

3.
The Parties shall mark all the Classified Information received from the other Party with an equivalent Security Classification Level according to paragraph 1 of this Article.

4.
The Parties shall notify each other of any changes to the Security Classification Levels as specified in paragraph 1 and about all subsequent classification alterations to the transmitted Classified Information.
5.
The Originating Party shall:

a) 
without delay, notify the Receiving Party of any changes to the Security Classification Level of the released Classified Information;

b) 
inform the Receiving Party of any conditions of release or limitations on the use of Classified Information.

Article IV
Protection of Classified Information

1. The Parties shall take all appropriate measures in accordance with their respective national laws and regulations to ensure that the level of protection granted to Classified Information received shall be in accordance with their equivalent Security Classification Level as stated in Article III of this Agreement.

2. Nothing in this Agreement shall cause prejudice to the national laws or regulations of the Parties regarding the rights of individuals to obtain access to public documents or access to information of public character, the protection of personal data or the protection of Classified Information.

3. In accordance with national laws and regulations, each Party shall ensure that appropriate measures are implemented for the protection of Classified Information processed, stored or transmitted in communication and information systems as long as it is deemed necessary. Such measures shall ensure the confidentiality, integrity, availability and, where applicable, non-repudiation and authenticity of Classified Information, as well as an appropriate level of accountability and traceability of actions in relation to that information.
Article V
Disclosure and use of Classified Information
1. Each Party shall ensure that Classified Information provided or exchanged under this Agreement is not:

a) declassified or downgraded without the prior written consent of the Originating Party;

b) used for purposes other than those established by the Originating Party;

c) disclosed to any Third Party without the prior written consent of the Originating Party, and an appropriate agreement, contract or arrangement for the protection of Classified Information is in place with the Third Party concerned.

2. Each Party in accordance with its constitutional requirements and national legislation shall respect the principle of originator consent.
Article VI
Access to Classified Information

1. Each Party shall ensure that access to Classified Information is granted based on the principle of “Need to know”. 
2. Each Party shall ensure that all individuals granted access to Classified Information are informed of their responsibilities to protect such information in accordance with the appropriate security regulations.

3. The Parties shall ensure that access to Classified Information is granted only to individuals who hold an appropriate PSC or who are otherwise duly authorized by virtue of their functions in accordance with national legislation.

4. In accordance with its national laws and regulations, each Party shall ensure that any entity under its jurisdiction that may receive or generate Classified Information be appropriately security cleared and be capable of providing suitable protection, as provided for in Paragraph 1 of Article IV of this Agreement, at the appropriate security level.

Article VII
Translation, Reproduction and Destruction of Classified Information

1. All translations and reproductions of Classified Information shall bear the appropriate Security Classification Levels and shall be protected and controlled as the original by the Parties accordingly.

2. All translations of Classified Information shall contain a suitable annotation, in the language to which they were translated, indicating that they contain Classified Information of the Originating Party.

3. In accordance with Article VI paragraph 3 of this Agreement the translators must have an appropriate PSC in the level of secrecy of the Classified Information to be translated.
4. Classified Information marked as top secret (STROGO TAJNO / ULTRASSECRETO) shall be translated or reproduced only upon prior written permission of the Originating Party.
5. The number of reproductions shall be limited to the minimum required for an official purpose, and shall be made only by individuals with an appropriate PSC and a Need to Know.

6. Classified Information shall not be reproduced by the Receiving Party without the prior written approval of Originator.
7. Classified Information received under this Agreement shall not be destroyed. When it is no longer considered necessary by the Receiving Party it shall be returned to the Originating Party.
Article VIII
Transmission between the Parties

1. The Classified Information shall be transmitted between the Parties through diplomatic channels or as otherwise agreed by the Parties.

2. The Classified Information must be transmitted through protected communications systems, networks, or other electromagnetic media approved by both Parties. Such transmissions shall be protected by cryptographic means that are mutually accepted by the National Security Authorities in accordance with the national laws and regulations.
3. Classified Information marked as top secret (STROGO TAJNO / ULTRASSECRETO) shall be sent only through diplomatic channels.
4. The Receiving Party shall not transmit Classified Information to a Third Party, without the prior written approval of the NSA or CSA of the Originator.
5. If a Party wishes to transmit Classified Information originating from the other Party outside the territories of both Parties, such transmissions shall be subject to the prior written consent of the NSA or CSA of the Originating Party.
6. In case of transmitting of large consignment containing Classified Information, procedures for transport shall be jointly agreed and evaluated, on case-by-case basis, by both National Security Authorities of the Parties.

Article IX
Visits 

1. Visits to facilities where Classified Information is handled or stored shall be subject to prior approval by the National Security Authority of the host Party, unless otherwise mutually approved.

2. A request for a Visit shall be submitted to the National Security Authority of the host Party and shall include the following data that shall be used for the purpose of the visit only:

a)  
the visitor's name, date and place of birth, nationality and identification card/passport number;

b)  
position and function of the visitor as well as the name and address of the facility where he/she is employed;
c)  
specification of the project in which the visitor is participating;

d)  
the validity and level of the visitor's PSC;

e)  
the name, address, phone number, e-mail and point of contact of the facility to be visited;

f)  
the purpose of the Visit, including the entity that they intend to visit and the highest security classification level of Classified Information involved;

g)  
the date and duration of the visit. For recurring visits, the total period covered by the visits shall be stated;

h)  
other data, if agreed upon by the National Security Authorities; and

i)  
date and signature.

3. A request for a Visit shall be submitted at least 30 (thirty) days prior to the expected date of the visit unless otherwise mutually approved by the Competent Security Authorities.

4. Any Classified Information released to a visitor shall be considered as Classified Information received under this Agreement. A visitor shall comply with the security regulations of the host Party.

5. The visits shall be authorized by one Party to the visitors of the other Party, only if those: 

a)
have valid Personal Security Clearance granted by their country of origin; and 

b)
are authorized to receive or have access to the Classified Information as per the Need to Know basis.

6. Once the Visit is authorized, the National Security Authority of the host country, shall notify the National Security Authority of the visitor’s country about its authorization with a minimum notice of 10 (ten) days to the expected date of the Visit and supply a copy of the request to the entity to be visited.
7. The Competent Security Authorities may agree on a list of visitors entitled to recurring Visits. The list shall be valid for an initial period not exceeding twelve (12) months and may be extended for a further period of time not exceeding twelve (12) months. A request for recurring Visits shall be submitted in accordance with Paragraph 3 of this Article. Once the list has been approved, Visits may be arranged directly between the facilities involved.
Article X
Classified Contracts related to this agreement
1. In case of Classified Contracts concluded and implemented in the territory of one of the Parties, the NSA or CSA of the other Party shall obtain prior written assurance that the proposed Contractor holds a FSC and all PSC’s necessaries of an appropriate level.
2. The Contractor commits itself to:
a)
ensure that its premises have adequate conditions for the Treatment of Classified Information;
b)
have appropriate Facility Security Clearance;

c)
ensure that all persons with access to Classified Information have appropriate Personal Security Clearance and are informed of their responsibility towards their protection, according to Laws and Regulations;
d)
not disclose, or permit the disclosure of, the Classified Information to a Third Party not expressly authorized in writing by the Originating Party;
d)
allow security inspections of their premises.
3. For each contract awarded the Originating Party shall inform the Receiving Party of the level of the Classified Information transferred.

4. The Classified Contracts must also provide these additional terms:

a)
liability for the non-compliance with the Security procedures and measures applicable to the Classified Information;

b)
obligation of informing any Security Breach or Compromise of Classified Information to its Competent Security Authority;

c)
liability for the damages resulting from Security Breaches.

5. Any subcontractor must fulfill the same security obligations as the Contractor.
Article XI
Material

For all contexts related to this Agreement, any the Republic of Slovenia`s classified material will be considered by the Brazilian Party as "Restricted Access Material", as established in the Brazilian regulations, and it will be treated according to the appropriate measures and procedures that shall be in conformity with their equivalent the Republic of Slovenia`s security classification level, as stated in the Article III of this Agreement.

Any Material containing Classified Information, originated by the Brazilian Party and considered by it "Restricted Access Material", shall be categorized by the Slovenian Party according to the highest level of information security classification that it contains, as stated in the Article III of this Agreement.
Any Material not containing Classified Information, originated by the Brazilian Party and considered by it "Restricted Access Material", shall be categorized as <<Security Classification Levels>> by the  Slovenian  Party.

Article XII
National Security Authorities and Security Cooperation
1. The National Security Authorities responsible for the implementation and supervision of the present Agreement shall be:

In the Federative Republic of Brazil: 

Gabinete de Segurança Institucional da Presidência da República – GSI/PR

(Autoridade Nacional de Segurança)

In the Republic of Slovenia:
The Office of the Government of the Republic of Slovenia for the Protection of Classified    

Information 
(Urad Vlade Republike Slovenije za varovanje tajnih podatkov)
2. Each Party shall provide the other the necessary contact data of their respective National Security Authorities in writing.

3. The National Security Authorities shall inform each other about their respective national laws and regulations in effect that regulate the security of Classified Information.

4. The National Security Authorities shall inform each other about any modifications concerning them or regarding the Security Clearances of individuals, agencies and entities.

5. Aiming at ensuring a close cooperation in the application of the present Agreement, the National Security Authorities may be consulted whenever it is requested by one of them.

6. Representatives of the National Security Authority of one Party may visit the establishments of the National Security Authority of the other Party with the intent of acquiring knowledge of security procedures and measures applicable to Classified Information.

7. The Parties, through their National Security Authorities, shall inform each other, in time, on any changes in the title of such bodies or transfers of its competences to other bodies.

8. If requested, the Parties, through their National Security Authorities, bearing in mind the respective national laws and regulations, shall collaborate with each other in the course of the necessary procedures for the Personnel Security Clearance of their individuals that have lived or live in the territory of the other Party.

9. The Parties mutually recognize each other’s Personnel Security Clearances and Facility Security Clearances, and shall promptly inform each other about any changes in mutually recognized FSC’s and PSC’s.
10. To achieve and maintain comparable standards of security, the Competent Security Authorities shall, on request, provide each other with information about their national security standards, procedures and practices for the protection of Classified Information. If required, the Competent Security Authorities may conduct regular meetings.
11. Upon request, the Parties shall provide mutual assistance in carrying out Personnel Security Clearances.

ARTICLE XIII
Assistance for Security Clearance Procedures

1. On request, the National Security Authorities of the Parties, taking into account their respective national laws and regulations, shall assist each other during the Security Clearance procedures.

2. The Parties shall recognize Security Clearances issued according to Laws and Regulations of the other Party.
Article XIV
Security Breach

1. In case of a Security Breach related to Classified Information that involves the Parties of this agreement, the National Security Authority of the Party where the Security Breach happens shall immediately inform the National Security Authority of the other Party.

2. When the Security Breach has occurred in a Third Party, the National Security Authority of the Originating Party shall inform the National Security Authority of the other Party, as soon as possible, and ensure the appropriate investigation.
3. The competent Party shall undertake all measures in accordance with the national laws and regulations so as to limit the consequences of the breach referred to in Paragraph 1 of this Article and to prevent further breaches. On request, the other Party shall provide appropriate assistance; it shall be informed of the outcome of the proceedings and the measures undertaken due to the breach.

4. The Party where the Security Breach happens shall investigate or accompany the investigation of the incident and, at the end, immediately inform the other Party about the result of the investigation and the applied corrective measures.

5. The other Party shall, if required, co-operate in the investigation.
ARTICLE XV
Costs

Each Party shall bear the costs of its own expenses resulting from the implementation and supervision of all aspects of the present Agreement.

Article XVI
Dispute Resolution

1.
Any dispute that should arise between the Parties regarding the interpretation or application of the present Agreement, or any related matter, shall be resolved by consultations and negotiations between the Parties, through diplomatic channels.
2.
During the period of resolution of the dispute, both Parties shall continue to fulfill all of their obligations under this Agreement.

Article XVII
Communications

All communications between the Parties related to the implementation of this Agreement shall be made in writing, in English.
Article XVIII
Coming into force

The present Agreement shall come into force the first day of the second month after the reception of the last notification, by which the Parties have informed each other, through diplomatic channels that their internal legal requirements necessary for its entry into force were complied with.
Article Xix
Amendments
1. 
The present Agreement may be amended at any time, in writing, by mutual consent of the Parties.

2. 
The amendments shall come into force in the terms established in Article XVIII of the present Agreement. 

Article Xx
Validity and Termination

1. This Agreement shall remain in force indefinitely.

2. Any Party may, at any time, terminate this Agreement by written notification to the other Party.

3. The termination must be notified by diplomatic channel and shall come into effect after six (6) months from the date on which the other Party has received the termination notice.

4. In case of termination, any Classified Information exchanged in the terms of the present Agreement, shall continue to be protected in accordance with the provisions set out herein, unless the Originating Party exempts the Receiving Party from that obligation.

Article XXi
Final Provisions

1. The Parties shall promptly notify each other of any changes to its respective national laws or regulations that affect the protection of Classified Information released under this Agreement. In the event of such changes, the Parties shall consult to consider possible changes to this Agreement. In the meantime, the Classified Information shall continue to be protected as described herein, unless otherwise requested by the Originating Party in writing.
2. After the entry into force of this Agreement, the Party in whose territory the Agreement is concluded shall take immediate measures to have the Agreement registered by the Secretariat of the United Nations in accordance with the Article 102 of the UN Charter. The other Party shall be notified of the registration and of the registration number in the UN Treaty Series as soon as the UN Secretariat has issued this.
Done in ………………....................., on the ............ of ..............of 2021, in three originals, each in the Slovenian, Portuguese and English languages, all texts being equally authentic. In case of divergences of interpretation, the English text shall prevail.
In witness whereof, the Parties hereto have executed this Agreement under seal as of the day and year first above mentioned.

	For the Government of the Federative Republic of Brazil


	For the Government of the Republic of Slovenia
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